Troubleshooting email issues and reporting
suspicious messages

1 How to Use the Sophos Phishing Email Reporting Tool in Outlook

Step 1: Identify Suspicious Emails
Upon receiving an email that appears suspicious or out of the ordinary, refrain
from clicking on any links, opening attachments, or responding.

Step 2: Check the Links without Clicking
Position your mouse pointer over any link within the suspicious email, but do not
click. A tooltip will appear, displaying the destination URL of the link. This allows
you to see where the link would take you without actually following it. If the URL
appears unfamiliar, mismatched, or unrelated to the supposed sender, it may be

malicious.
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2  Click "Apps" to find the "Report to Sophos" button.
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lick limks or open attachments unless you have verified the sender is legitimate and know the content is safe.
3 Step 3: Report the Phishing Attempt
Click on the "Report to Sophos" button. A confirmation dialog might appear,
asking you to confirm that you want to report the email as a potential phishing
attempt.
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Step 4: Answer the Reporting Questions

Upon clicking the "Report to Sophos" button, you will be presented with a
guestion to answer regarding the suspicious email. Please follow the on-screen
directions to respond. If you answer "yes" to this question, the email will
automatically be reported as suspicious to both Sophos and
threatreport@roguecc.edu. After reporting, the tool will move the suspicious
email to your deleted folder in Outlook.

Report to Sophos

Report suspicious message?

Reporting this email will alert the security team to a
passible phishing or spam attempt Cio you want to
submit this report?

Mote: If you have already clicked on-any finks in the
email or reglied then contact your [T or secunty team

-

immediately.

5  Close the "Report to Sophos" Window.

Report to Sophos

Message reported

This email has been reported to your security team,

Thank you for the submission. Please conftinue to report
any potential phishing or spam emails. Prompt
reporting allows critical incident response actions to be
taken, heips in conbatting phishing threats and
protects other users who may have received the same

email.
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6 Step 5: Empty Your Deleted Items Folder To ensure the email is fully removed,
please empty your "Deleted Items" folder.
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7 Step 6: Empty Your Deleted Items Folder
Right-click on "Deleted Items", then left-click on "Empty Folder" to ensure the
email is fully removed from your account.
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8  Click "Delete All" to empty the folder.

Delete 2 items

Are you sure you want to permanently delete
all the items from Deleted Items?
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